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Client User Story – Energy Generation

Ignition SCADA Modernisation to improve reliability, visibility and future readiness

Challenge

A generation site needed to replace its 
legacy SCADA environment with a 

modern Ignition platform to address 

reliability, security and performance 

limitations in the existing system. 

The upgrade was required to improve 

long-term maintainability, strengthen 

alarm and historical data capabilities, 

and provide a more consistent and 

scalable foundation for future 
operational needs. The site also 

needed a solution that could better 

support device connectivity, reporting, 

visualisation and integration with 

broader business systems

Approach

Optimate delivered the design and 
implementation of the new Ignition 

SCADA solution, including system 

architecture, control philosophy, 

security structure, server and 

database configuration, device 
integration, tag configuration, alarm 

and history setup, templates, 

navigation, reporting and 

commissioning. 

Optimate also led the client’s 

internal technicians as 

configuration resources, providing 

technical direction and oversight to 

support efficient delivery and 
alignment with the overall solution 

design.

Outcomes

▪ Improved reliability, performance and 
long-term supportability of the 

SCADA environment

▪ Strengthened security and 

standardisation across the control 
system

▪ Enhanced operational visibility 

through improved alarming, reporting 

and data access

▪ Delivered a scalable platform to 

support future operational and 

technology improvements
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Client User Story – Wastewater Treatment

Securing Remote SCADA Operations with a Modern VPN Architecture

Challenge

An organisation suffered an outage due 
to a critical vulnerability in its remote 

operations infrastructure. Distributed 

sites, monitored by a cloud-hosted 

Ignition SCADA system, were at risk 

due to publicly exposed 
communications, outdated software 

and inadequate access controls.

This elevated risk could have resulted 

in further operational disruptions and 
data breaches, prompting them to 

commission Optimate to conduct an 

urgent review of their OT cyber security 

posture.

Approach

Optimate conducted a detailed security 
audit, identifying critical vulnerabilities 

including publicly exposed 

communications, outdated software, 

and overly permissive access controls. 

Utilising diverse expertise across IT, 

OT, and control systems, Optimate 

designed and implemented a secure 

Virtual Private Network (VPN) 

architecture, creating an encrypted 
tunnel for all communications between 

remote sites and the central Ignition 

system. This was supplemented by 

software updates and tighter access 

controls.

Outcomes

The Optimate solution drastically 
reduced the organisation’s attack 

surface, mitigating the identified risks for 

compromise. Critical communications 

now flow through a secure VPN, 

ensuring reliable operation and 
minimising downtime. Consolidated 

access controls and a streamlined IT 

environment simplified administration.

The organisation, satisfied with the 
outcome, retained Optimate for ongoing 

support and continual improvement.
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Client User Story – Critical History Recovery

Ignition History Backfill

Challenge

Critical operational data for the 
North Qld Generation asset was 

missing or incomplete within the 

Ignition historian, impacting long-

term reporting and regulatory 

compliance.

Approach

Optimate implemented a targeted 
data backfill strategy for the Ignition 

history provider.  This involved 

specialized scription and database 

management to restore historical 

integrity from secondary sources 
into the Ignition environment.

Outcomes

• Restoration of 100% of missing 
historical data for key 

performance indicators

• Ensured data continuity for 

critical renewal energy assets.

• Strengthened the client’s ability 

to perform long-term trend 

analysis and operational audits
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Client User Story – Continuous SCADA Evolution

System Reliability and MES Integration

Challenge

The packaged food manufacturing 
plant operated on an aging version 

of Ignition (8.1.3), risking software 

obsolescence and missing out on 

critical security and performance 

updates.  

They required a seamless 

transition to the latest version 

(8.1.39) without disrupting active 

production lines.

Approach

Optimate developed a 
comprehensive commissioning 

plan involving parallel testing of the 

primary and backup servers.  

The upgrade included 
decommissioning legacy Kepware 

OPC servers in favour of the high-

performance Mitsubishi Ignition 

Driver and upgrading edge devices 

to ensure site-wide 
synchronization.

Outcomes

• Successful migration to a 
modern, supported SCADA 

environment with zero 

production downtime.

• Improved data acquisition 
performance through native 

driver integration.

• Enhanced production tracking 

capabilities via updated 
Sepasoft MES modules
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Unified Namespace for Global Manufacturing

Enterprise-wide Data Harmonisation (Bridging Ignition and AVEVA PI)

Challenge

A multi-site manufacturer struggles 
with ‘data silos’, where site-level 

Ignition SCADA systems can not 

effectively communicate with the 

corporate AVEVA PI historian, 

leading to inconsistent reporting 
across the enterprise.

Approach

Optimate designs a Hybrid 
Operational Data Architecture.  We 

utilize Ignition at the “Edge” for 

high-speed local control and 

MQTT-based data transport to 

build a Unified Namespace.

This “single source of truth” is then 

integrated with the corporate 

AVEVA PI system, allowing for 

seamless real-time visualization 
and long-term enterprise analytics 

Outcomes

• Reduced data integration costs 
by 40% through standardised 

MQTT protocols.

• Real-time visibility for corporate 

stakeholders into site-level 
performance.

• Created a scalable foundation 

for future AI and Machine 

Learning initiatives.
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Cloud-Based Operational Intelligence

Scalable Resource Management Dashboards

Challenge

The client needs a way to provide 
mobile and remote access to real-

time asset data for managers 

across multiple geographic regions 

without deploying heavy client 

software at every location.

Approach

Leveraging Ignition Perspective, 
Optimate builds a suite of mobile-

responsive dashboards.  These 

dashboards are designed with 

‘High-Performance HMI” principles, 

focusing on situational awareness 
and rapid fault detection, and 

accessible via any standard web 

browser.

Outcomes

• Instant mobile access for field 
technicians and remote 

managers.

• Significant reduction in 

response time for operational 
alarms.

• Elimination of per-seat licensing 

costs, allowing for unlimited 

enterprise-wide access
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Client User Story – BESS

New BESS brings 1 million tag (10x existing) addition to business

Challenge

Data from new BESS dwarfs 
existing data collection, handling, 

and reporting systems.

Ongoing construction of even 

larger BESS encourage investment 
in scalable methods for building 

systems which help users find the 

information they need efficiently.

Approach

Classification of data requirements 
justified the investigation into 

alternative data storage systems.

Development of visualisation and 

reporting standards to span OT 
and IT systems.

Automation of reporting structure 

creation and updates.

Outcomes

A new parallel data storage system 
was deployed to separately meet 

the needs of commissioning while 

reporting continued to use existing 

systems. This reduced the 

projected software licensing cost of 
the project by 1.2 million dollars 

over 2 years.

Consistent user experience, that 

enhance collaboration and simplify 
system integration.

Future changes to SCADA 

automatically flow to PI and BI 

reporting layers.
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Client User Story – Mixed generation

Operational data architecture for large scale utility managing mix of traditional large thermal assets with new distributed 
renewables

Challenge

To audit the usage of Operational 
Data within the business, 

recommend improvements and 

deliver an Operational Data 

Strategy.

Perception within the business of 

operational data being difficult to 

find, access, and quality of data 

impacting the efficiency of 

operational analysis.

Approach

Interview user to document 
operational data use cases across 

the business and develop user 

personas. 

Assess the requirements of the 
different persona’s and use cases 

against 4 lenses: Data, 

Technology, Process and 

Capability.​

Outcomes

An executive view of the current 
systems state and ongoing 

improvement works.

16 additional areas of potential 

improvement identified.

Delivery of quick wins.

-Revamped reporting portal to shift 

usage from passive consumption to 

exploration.
-Persona based security model 

reduced configuration complexity 

by 75+%.

-Data quality analysis to identify 

source of issues by site/system
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Client User Story - Renewables

Defining a digital strategy to scale from research entity to premier renewable site modelling and development consultancy

Challenge

Client transitioning from 
government sponsored research 

entity into a commercial 

consultancy.

Digital systems and processes built 
for an academic environment were 

no longer fit for purpose. 

Limits to workflow parallelisation, 

change tracking, talent acquisition 
and onboarding.

Approach

Understand business need and 
opportunity.

Integrate our knowledge of 

standard industry practices and 

solution with the client’s bespoke 
technology, to unlock scalability 

without losing the competitive 

advantage of the existing solutions.

Outcomes

Delivery of reference architectures 
defining key functionality and 

reference solutions through the 

lenses of

Technology, Data, and Process.

Consolidate in a combined 

roadmap over 6, 12 and 24 month 

intervals 
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Client User Story – Distributed Power

Reliable telemetry for fleet of remote micro power stations

Challenge

Integration of Standalone Power 
System combining solar, battery 

and backup thermal generation 

used to provide power to remote 

communities

Traditional control system network 

standards and protocols in use not 

suitable for application

New ingress and structure for 
corporate reporting

Approach

Assess ideal technology setup 
without bias of existing setup as a 

reference point. 

Engage business to determine how 

the ideal design can be integrated, 
what changes or additions can be 

made to existing systems, or where 

the ideal design should be deviated 

from to leverage existing 

infrastructure.

Outcomes

Change in business ownership 
model for data collection and 

handling. New responsibilities for 

business analytics and reporting 

teams. 

Adoption of industry IIoT methods 

into business. Specifically from 

OPC to MQTT protocol, and from 

control network to direct cloud 

integration.
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Client User Story – Oil & Gas

Transitioned monitoring solutions from an obsolete platform to a new PI system

Challenge

The previous P2 Server/Explorer 
platform was nearing obsolescence, 

risking the disruption of critical real-

time reservoir management and 

LNG operational surveillance for 

key assets. It was necessary to 
identify a reliable alternative to 

ensure uninterrupted production 

and facility operations, posing 

significant technological and 

operational continuity challenges.

Approach

The solution involved adopting PI 
Asset Framework and PI Vision as 

replacements for the outdated 

system. Custom JavaScript symbols 

were developed to address 

functional gaps, such as advanced 
event management and alarm 

visualization, enhancing the 

capabilities of the PI platform. This 

comprehensive approach was 

aimed at ensuring a smooth 
transition while maintaining robust 

real-time analysis and operational 

monitoring

Outcomes

The migration was executed 
successfully within the project 

timelines, effectively 

decommissioning the old platform. 

This transition led to substantial 

annual savings on licensing fees 
and reduced support costs. 

Additionally, the new system 

preserved, and in some cases 

enhanced, operational 

functionalities, contributing to 
improved efficiency and resource 

optimization.
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"Adaptability is about the powerful difference between adapting to cope and adapting to win." – Max McKeown
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